The Evaporation of Liability: Forensic
Analysis of Al Integration in Heavy
Kinetic Aviation Infrastructure

In May 2026, a highly sanitized public relations demonstration took place in the skies over
California and Alaska." As reported by CNN, a Cessna Grand Caravan accelerated down a
runway, climbed into the air, and navigated complex terrain without its safety pilot touching the
controls.! Tim Burns, the Chief Technology Officer of autonomous flight startup Merlin Labs,
joked over the intercom while test pilot Matt Diamond kept his hands resting on his knees.' To
the casual observer, this event represented a seamless leap into a safer, automated future of air
travel.'

To forensic aerospace analysts and autonomous systems experts, however, the flight was a
calculated corporate demonstration masking a deep structural crisis. The aviation industry is
actively preparing to transition heavy kinetic infrastructure—multi-ton platforms carrying
passengers and cargo at high velocities and altitudes—to fundamentally unpredictable,
non-deterministic software layers.® This transition is not born out of an absolute safety
imperative, but rather out of intense macroeconomic pressures, pilot labor shortages, and an
industry-wide effort to bypass traditional liability frameworks.?

The Economic Underbelly of Cockpit Depopulation



The narrative surrounding cockpit automation has long been framed as a pursuit of absolute
safety, with corporate public relations presenting artificial intelligence as the ultimate solution
to "human error".! Yet, a forensic examination of the industry’s balance sheets reveals that the
shift toward autonomous flight control is driven by labor economics.'°

Airlines operate on thin capital margins, highly sensitive to fluctuating fuel costs and escalating
labor expenditures.® European low-cost carriers, for instance, must maintain a costly ratio of
approximately 10 to 11 type-rated pilots per airframe to satisfy strict flight-and-duty-time
limitations and scheduling redundancies.'® Furthermore, the regional cargo and feeder logistics
sectors face chronic pilot shortages, as major passenger carriers continuously drain the labor
pool of experienced captains.®

To counter these margin-eroding forces, major aircraft manufacturers, led by Airbus and
Dassault, have aggressively lobbied aviation regulators to approve Extended Minimum Crew
Operations (eMCO)."” The initial goal of eMCO is to reduce flight deck staffing during the cruise
phase of flight from two pilots to a single operator, with the eventual aim of complete cockpit
depopulation.’

This corporate push has encountered intense opposition from pilot unions, such as the
European Cockpit Association (ECA) and the Air Line Pilots Association (ALPA).” Industry union
representatives caution that removing the secondary pilot eliminates a critical human safety
layer.” Under the current two-pilot paradigm, cognitive cross-checking, mutual monitoring, and
real-time fatigue mitigation prevent minor anomalies from cascading into catastrophic hull
losses.’

In June 2024, the Dutch Parliament highlighted these safety concerns by passing a motion
declaring that new cockpit technologies must only be certified if they demonstrably enhance
flight safety, rather than merely reducing airline operational overhead.” Despite this warning,
the industry’s economic momentum remains focused on automation.'®
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The Black Box Certification Conundrum

For over a decade, commercial airborne software has been governed by RTCA DO-178C
(Software Considerations in Airborne Systems and Equipment Certification).' The foundation
of DO-178C is absolute determinism.® For software classified as Design Assurance Level A
(DAL-A)—where a failure would result in a catastrophic loss of the aircraft—the developer must
provide objective evidence of 100% Modified Condition/Decision Coverage (MC/DC)." Every
single logical pathway must be traceable from high-level system requirements to low-level
source code, and ultimately to the executable object code running on the flight control
computer.”

Deep learning and neural networks break this entire certification paradigm.® A convolutional
neural network (CNN) used for flight control or situational intelligence does not operate on
human-defined rules. Instead, it uses millions of statistical weights adjusted during training.®
Requirements cannot be directly traced to specific lines of code.” The decision-making process
is fundamentally non-deterministic and functions as an un-auditable "black box".”

To address this challenge, organizations like EASA and the FAA are attempting to establish new
regulatory frameworks based on the Concepts of Design Assurance for Neural Networks
(CoDANN).” Under CoDANN and its subsequent iterations, developers are abandoning classical

software verification in favor of the W-shaped development process.’
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The W-shaped process establishes assurance through a three-stage verification pipeline ’:
1. Dataset Verification: The training, validation, and testing datasets must be rigorously
curated, balanced, and proven to cover the entire operational flight envelope.®
2. Model Verification: Online, in-flight learning is strictly prohibited.® The neural network is
trained exclusively in a laboratory environment.” Once the model achieves acceptable



error rates, its weights are frozen.® The frozen weights are treated as Parameter Data
Items (PDIs) under DO-178C, forcing the system to behave deterministically at runtime.
3. Inference Verification: Statistical Learning Theory is used to mathematically bound the
generalization error of the model within its defined operational domain.’
To provide safety bounds, engineers employ generalization performance limits, ensuring the
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empirical risk R(f) of the model f over a dataset of size n bounds the true risk R(f)
with a high probability:

R(f) < R(f)+ O ( 4)

n

where d represents the Vapnik-Chervonenkis (VC) dimension of the neural network
architecture.

Despite these mathematical frameworks, the statistical uncertainty of neural networks remains
too high for primary flight controls.” Consequently, developers are forced to implement a
dual-architecture paradigm.®

The non-deterministic Al model is isolated within a partitioned environment, while a traditional,
deterministic DO-178C-compliant safety monitor acts as an external governor.® If the Al
controller commands an input that violates pre-defined flight envelope limits—such as an
excessive pitch rate or roll angle—the deterministic legacy system overrides the command and
takes control.®

This architectural partitioning requires significant physical computing power.” Running
high-resolution Convolutional Neural Networks (CNNs) in real time requires approximately one
Tera Operation per Second (TOPS).” This requirement has led to the development of
specialized, certifiable hardware, such as the Daedalean Tensor Accelerator (DTA) implemented
on Intel Agilex FPGAs.”

Using ARINC 653 partitioning standards, these high-performance accelerators are separated
from the primary, safety-critical Real-Time Operating System (RTOS) running on the Integrated
Modular Avionics (IMA) cabinets.” This design ensures that a software lockup in the Al layer
cannot propagate to the primary flight control surfaces.'”

The Defense Pipeline as an Operational Sandbox

The certification and validation of these autonomous systems are heavily accelerated by
military development programs.?° Foremost among these is DARPA's Air Combat Evolution
(ACE) program, which uses air-to-air dogfighting as a high-stress test case for autonomous
flight algorithms.?°

The primary platform for this research is the General Dynamics X-62A Variable In-flight
Simulation Test Aircraft (VISTA).?° Developed by Lockheed Martin Skunk Works and Calspan,
the X-62A is a modified Block 30 F-16D equipped with a System for Autonomous Control of



Simulation (SACS) and Multi-Axis Thrust Vectoring (MATV).?° The SACS architecture allows the
X-62A to emulate the flight-handling qualities of entirely different aircraft types, while running
experimental Al agents in live flight.?°

In April 2024, the U.S. Air Force and DARPA completed the first-ever in-air autonomous
dogfight between the Al-controlled X-62A and a human-piloted F-16.%? During these
engagements, the Al-controlled aircraft successfully managed aggressive, post-stall
maneuvers at high angles of attack.”®

To build trust in these automated systems, the Air Force Test Pilot School uses dual-seat jet
trainers equipped with physiological sensors.?* These sensors measure pilot biometrics, such as
heart rate, skin conductivity, and eye-tracking patterns.?* This data allows researchers to
mathematically model "trust calibration"—the precise moment a human pilot decides to hand
over control to an Al agent during a high-workload scenario.?

This military research is directly accelerating commercial autonomous cargo programs.”'
Companies like Merlin Labs and Xwing have directly leveraged the flight-test methodologies,
safety architectures, and simulator-to-real-world transition data validated by the X-62A VISTA
program.®

The Evaporation of Liability

The integration of non-deterministic Al pilots into commercial airspace highlights a profound
legal irony: the complete erosion of traditional liability frameworks.® Traditional aviation law is
built on a clear chain of accountability.? Responsibility flows directly from the certified human
pilot in command to the operating airline, and ultimately to the original equipment
manufacturer (OEM) if a mechanical or structural system fails.

In an autonomous or single-pilot eMCO environment, this chain of accountability dissolves.®
Because deep learning networks operate statistically, they are prone to unpredictable
"hallucinations" or failures when encountering novel, out-of-distribution edge cases.®

If an autonomous cargo aircraft misinterprets a severe weather phenomenon or an unusual
sensor input and crashes, assigning fault becomes highly complex.?
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Responsibility diffuses across a complex network of contributors:

e The Airline (Operator): Argues that the autonomous system was certified by EASA/FAA
and operated in accordance with manufacturer parameters, deflecting operational
negligence.’

e The Software Developer / Model Provider: Claims the system performed exactly as
trained, blaming gaps or unrepresented variables in the training datasets provided by
third parties.®

e The Original Equipment Manufacturer (OEM): Points to external factors, such as
sensor noise, environmental anomalies, or hardware-accelerator limitations.?

This legal ambiguity creates a significant gap between corporate governance policies and
actual operational risk.”® While airlines can establish high-level "Al Ethics Charters," these
frameworks do not address the core issue.?® Traditional flight data recorders (FDRs) log
physical inputs, such as control column deflections and engine parameters.”® They are not
designed to record the high-dimensional internal state activations of a deep neural network
during an incident.? This makes it nearly impossible for forensic investigators to reconstruct
the exact reasoning behind an automated flight control failure.®

This challenge has prompted regional legislative responses.” In the United States, Utah's
Artificial Intelligence Policy Act (SB 149) represents an early state-level attempt to enforce strict
disclosure and liability rules when generative or autonomous Al is utilized in regulated
professional occupations.?’

Similarly, the European Union's Al Act structures Al governance as a strict product safety
regime, categorizing aviation systems as "high-risk".*° This framework forces developers to
undergo conformity assessments and obtain CE markings.*® This creates a complex regulatory
landscape where software developers are treated as hardware manufacturers, facing strict
liability for the statistical outputs of their models.®

Cyber-Physical Threat Vectors and Adversarial
Exploitation

Treating the modern aircraft as a flying edge-compute data center introduces unprecedented
cybersecurity vulnerabilities.>' In fully autonomous architectures, the neural network sits
directly on the primary data buses, continuously translating raw sensor inputs into physical
control commands.' This tight integration exposes the system to adversarial machine
learning (AML) attacks.*

Unlike traditional cyberattacks that exploit programming bugs or logic errors, AML attacks
exploit the mathematical foundations of machine learning models.* An adversary can
introduce subtle, human-imperceptible perturbations to the inputs of an aircraft's
sensors—such as optical cameras, LiDAR, or weather radar—and cause the model to make
catastrophic errors.*

The vulnerability of these systems has been demonstrated in physical tests.*® Researchers at
Tencent's Keen Security Lab successfully deceived the lane-detection neural network of a Tesla



on autopilot by placing three small stickers on a road surface.*® The stickers fooled the model's
pattern recognition, causing the vehicle to identify an incorrect lane and swerve into oncoming
traffic without alerting the driver.*®

In aviation, a similar physical attack could involve projecting subtle laser or infrared patterns
onto a runway during landing, or placing adversarial designs on airport signage, which could
cause a vision-based landing system to deviate from the centerline.”

This risk is compounded by the insecure design of legacy aviation communication networks.*”
The primary commercial avionics bus, ARINC 429, is a unidirectional, 32-bit structured word
protocol designed without any native encryption or cryptographic authentication.*” Any device
that gains physical or electrical access to the bus can inject spoofed data words directly into
the flight computer.*

The ease of this process has been demonstrated by patented test systems like "Mudbucket,"
which can edit data on active avionics buses in real time without introducing detectable
protocol latency.”'
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Furthermore, the Automatic Dependent Surveillance-Broadcast (ADS-B) protocol, which
broadcasts real-time aircraft position, heading, and velocity to ground stations and nearby
aircraft, is completely unencrypted.*? This unencrypted architecture makes ADS-B highly
vulnerable to spoofing and jamming.*

While developers have built deep-learning-based anomaly detection systems to identify
spoofed ADS-B signals, these defenses are themselves vulnerable to adversarial attacks.*?
Using the Time Neighborhood Accumulation Iteration Fast Gradient Sign Method (TNAI-FGSM),
adversaries can generate temporal perturbations that bypass these Al-based anomaly
detectors, allowing spoofed flight telemetry to enter the air traffic management system
undetected.*?



The software supply chain also introduces a significant vulnerability.* If an adversary gains
access to the datasets used to train a flight control neural network, they can perform a
data-poisoning attack.® By introducing subtly mislabeled or altered samples, they can insert a
hidden "Trojan" or backdoor into the model.*®

The model will perform perfectly under standard testing conditions.** However, if it encounters
a specific trigger in the field—such as a unique sequence of radio signals or a specific visual
pattern—the backdoor is activated, causing the flight controller to command an immediate,
unprompted attitude shift.*

To defend against these threats, researchers are developing advanced, real-time edge
architectures.** The Mamba-KAN-Liquid (MKL) hybrid architecture, for example, combines
selective-scan state-space models with learnable activation functions and liquid neural
networks.**

This architecture allows resource-constrained edge systems to continuously adapt to temporal
distribution shifts without explicit retraining.** Running on onboard systems with only 2.5 million
parameters and a 47.3 millisecond inference latency, the MKL architecture can detect zero-day
cyber-physical exploits with 89.4% accuracy, providing a potential defense against adversarial
attacks.**

Strategic Signal: The Depopulated Flight Deck
Timeline

The transition to single-pilot and eventually fully autonomous commercial flight is progressing
along a structured regulatory and operational timeline.”® Despite ongoing resistance from pilot
unions, the economic incentives of cockpit depopulation continue to drive the regulatory
agenda.”

The regulatory framework is currently being established through EASA's Rulemaking Task
RMT.0739, which was launched in early 2025 under the European Plan for Aviation Safety
(EPAS).™ This program is developing the safety standards for "smart cockpits" and eMCO, with
formal legislative "Opinions" scheduled for submission to the European Commission by 2029."
If approved, these regulations will permit single-pilot cruise operations across Europe by
2030."

2025: Rulemaking Task RMT.0739 Commences (EASA)

2027: Stakeholder Consultations on eMCO Drafts

2029: Formal Legislative "Opinion" Submitted to European Commission



2030: Single-Pilot Cruise Operations Implemented Across Europe

2032+: Pilot-Free Regional Cargo Operations Launch

2035+: Zero-Pilot Passenger Flights Face Initial Regulatory Evaluation [2]

This regulatory timeline aligns with a significant transition in the air logistics industry.” While
passenger flights will retain a two-pilot configuration to maintain public trust, the regional air
cargo and feeder networks are serving as the operational proving ground for full autonomy.?

In remote locations, such as Alaska and northern Canada, operators like Everts Air Cargo have
partnered with technology developers to validate autonomous operations in harsh weather and
over difficult terrain.?

By 2032, these regional cargo operations are expected to transition to fully uncrewed flights,
removing human pilots from the cockpit entirely.? The logistics industry will restructure its
supply chains around these automated feeder networks, enabling continuous, round-the-clock
aircraft routing unaffected by human duty-time limits."

However, this transition will introduce a complex financial trade-off for fleet operators.? While
eliminating human flight crews can reduce direct crew costs by up to 80%, operators will face
escalating capital expenditures for secure ground control stations, redundant satellite
telemetry, and regular software-supply-chain validation.”

Additionally, the insurance industry will likely charge high premiums for autonomous operations
until liability and cybersecurity frameworks are legally resolved.®

For corporate leaders and technology executives, the strategic lesson is clear: the automation
of flight controls is not a simple, linear progression toward safer operations.”’ It represents a
fundamental restructuring of aerospace engineering, liability, and cyber-physical security.®
Organizations that prepare for these non-deterministic and systemic risks will be positioned to
lead the next era of global logistics."”
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