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Welcome to Al Unraveled, your daily briefing on the real-world business impact of Al.

Today, we're looking up... to the skies over American cities, where automated eyes are changing
public safety. We’re asking the question: Are Al drones America's newest cops?



But first, let's talk about where you're putting your marketing dollars. Stop marketing to the
general public. Talk directly to Enterprise Al Builders. Al Unraveled is the single destination for
the senior enterprise leaders—CTOs, VPs of Engineering, and MLOps heads—who need
production-ready solutions like yours. We've reserved a limited number of high-impact ad spots
for companies focused on high-stakes, governed Al infrastructure. This is a direct line to your
most valuable buyers.

Don't wait for your competition to claim the remaining airtime. Secure your package by emailing
us today at info@djamagatech.com.

Back to Al Unraveled. From life-saving response times to profound questions of privacy and law,
we're digging into the technology and the debate. Stay with us.

Introduction: The Eye in the Sky Develops a Mind of Its
Own

In one American community, a 911 call reports a person collapsing in a public park. Within
seconds, an autonomous drone launches from a nearby rooftop, charts a direct course, and
arrives on the scene in under two minutes—a full four minutes before the closest ambulance.
Its camera confirms the signs of an opioid overdose. The drone descends, releasing a small
package containing naloxone, the life-saving reversal drug. Guided by a remote 911 dispatcher
observing through the drone's camera, a bystander administers the nasal spray, restoring the
victim's breathing moments before paramedics arrive.! Here, technology is a "magic bullet," a
force multiplier for public health that can increase the chance of survival by more than 273
percent.?

In another American city, hundreds of people gather for a peaceful but politically charged
protest. Overhead, a police drone hovers, its high-resolution camera panning across the
crowd. The drone is not just recording; its integrated artificial intelligence is capable of logging
faces, tracking individuals as they move through the assembly, and cross-referencing them
against databases.* The very presence of this buzzing, all-seeing eye casts a palpable chill
over the event, transforming a public square of free expression into a zone of surveillance,
where citizens are acutely aware that their participation is being monitored, cataloged, and
scrutinized by the state.®

These two scenarios, both grounded in current technological capabilities and real-world
deployments, encapsulate the profound dichotomy at the heart of the integration of artificial
intelligence and unmanned aerial systems (UAS) into American law enforcement. The fusion of
Al with autonomous drones represents a fundamental paradigm shift in policing, moving the
technology beyond a mere "tool" to a semi-autonomous "actor.” This is not an incremental
improvement on the police helicopter or the body camera; it is a qualitative change that
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challenges our long-standing legal frameworks, societal norms, and the very nature of the
relationship between the government and the governed. The core question facing
communities across the nation is not if this technology will be used, but how it will be
governed. This report seeks to unravel that question by dissecting the technology of this new
patrol, navigating the fractured legal landscape that attempts to regulate it, and weighing the
immense societal consequences—both promised and feared—of a future where the police
beat is increasingly automated.
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The New Blue Sky
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A Paradigm Shift in Policing

Across the United States, police departments are rapidly adopting drone technology. What was once
science fiction is now a daily operational tool, with a significant percentage of major metropolitan
police forces now operating drone fleets.

42%

of large U.S. city police departments now have an active Drone as First Responder (DFR) program.

Drone Program Adoption by City Size

While major cities lead the charge, drone adoption is scaling
across municipalities of all sizes. The technology is becoming
more accessible, leading to wider implementation for various
public safety applications.
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Primary Mission Profiles

Drones are not just for surveillance. Their primary use cases are
increasingly focused on emergency response, scene
documentation, and de-escalation, fundamentally changing how
officers approach a situation.
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The Impact on Emergency Response

One of the most significant metrics is the reduction in response times. Drones often arrive on-scene minutes before
ground units, providing critical situational awareness for events like accidents, active threats, and, increasingly, opioid
overdose calls where every second counts.
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The Public's Gaze: A Divided Opinion Navigating the Legal Maze

Public perception of police drones is complex and varies significantly by
application. While there is strong support for using drones in life-saving
missions, concerns about privacy and potential misuse remain prevalent.
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The legal framework is struggling to keep pace
with the technology. Deployment policies are a
patchwork of state laws and department-level
regulations, creating a complex approval
process.

I Support [ Concerned / Opposed

1. Incident Reported
911 call or officer report triggers potential drone
deployment.
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2. Threat Assessment
Is there an imminent threat to life? (e.g., active
shooter, overdose).
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3. Warrant Check
For non-exigent surveillance, does the operation
require a warrant under state law?

2

4. Supervisor Approval & Launch
Final authorization based on policy and legal
constraints.




The Future is Automated

Spending on municipal drone programs is projected to triple by 2030. This investment reflects a deeper integration of
Al, including automated flight paths, object recognition for search and rescue, and real-time data analysis fed directly
to responding officers.
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Part I: The Technology of the New Patrol

To comprehend the legal and societal shifts underway, one must first understand the
technological architecture that enables them. Modern police drones are not standalone
devices but are components of vast, interconnected ecosystems of hardware, software, and
artificial intelligence. This technological stack is driving a revolutionary new model of policing
known as "Drone as First Responder,” transforming emergency response from the ground up.

The Drone as First Responder (DFR) Revolution

The Drone as First Responder (DFR) model is a transformative concept that is rapidly
becoming the primary driver for the expansion of police drone programs nationwide. At its
core, DFR involves launching a drone, often from a pre-positioned, automated rooftop dock,
the moment a 911 call is received. The drone then flies autonomously to the scene, providing a
live video feed and critical situational awareness to dispatchers, responding officers, and
command staff before any human personnel arrive.® This capability is fundamentally
reshaping the tactics and timelines of emergency response, predicated on a series of
powerful, data-supported benefits.

The most significant advantage of the DFR model is the dramatic reduction in response times.
By traveling in a direct line, unimpeded by traffic or terrain, drones can reach an incident
location minutes faster than traditional ground units. Mathematical modeling and real-world
data have consistently demonstrated this advantage. One study focusing on opioid overdose
response in Virginia Beach found that drones could arrive in approximately 1 minute and 30
seconds, compared to an average ambulance response time of 8 minutes and 56 seconds.?



Another analysis concluded that a network of just four drone bases could reduce response
times for naloxone delivery by over four and a half minutes." In Montgomery County, Maryland,
the police department's operational DFR program reports an average drone response time of
a mere 53 seconds." In life-or-death scenarios like cardiac arrest, active shooter events, or
overdoses, these saved minutes are critical.

This speed directly contributes to enhanced safety for both the public and law enforcement
officers. The drone's aerial perspective provides an immediate, objective assessment of a
scene. Responding officers, who can view the live stream on their in-car terminals or cell
phones, are no longer arriving "blind"." They can identify the number of subjects, the
presence of weapons, potential escape routes, and the location of victims before ever
stepping out of their vehicle.® This advanced intelligence allows for better tactical planning,
reduces the likelihood of ambush, and can de-escalate potentially violent encounters.
Proponents frequently cite scenarios where a drone confirms a reported "man with a gun" is
actually a person holding a toy or a cell phone, allowing officers to approach with a
completely different and safer posture.”

Furthermore, DFR programs offer significant gains in resource efficiency, a crucial benefit for
police departments facing unprecedented staffing shortages.® By providing an immediate
"eye in the sky," a drone can often resolve a call for service without the need to dispatch a
sworn officer. For example, a drone can verify that a burglar alarm was a false alarm, that a
reported disturbance has already dissipated, or that a suspicious vehicle has left the area.
Data from established DFR programs, such as the one in Chula Vista, California, demonstrates
that drones can negate the need for a ground officer response in approximately 24 percent of
calls.? This allows departments to keep officers available for higher-priority emergencies,
effectively acting as a "force multiplier".®

Case Study: Chula Vista, California

The Chula Vista Police Department (CVPD) is widely recognized as a pioneer of the DFR
model. Launching its program in 2018 as part of the FAA's Integration Pilot Project, CVPD has
become a national blueprint for DFR implementation.13 The program has responded to over
20,000 calls for service and has been credited with assisting in more than 3,038 arrests.16 By
establishing multiple launch sites, including on the roof of a local hospital, the department can
provide DFR coverage to the western portion of the city, an area that accounts for roughly
70% of its priority calls.13 A key technological innovation in Chula Vista's program is its
integration with Live911 software. This allows certified drone operators (teleoperators) to
listen to incoming 911 calls in real-time. Based on the live audio, the teleoperator can
proactively launch a drone, often having it arrive on scene before ground officers are even
fully aware of the incident's nature.13 This proactive launch capability, combined with an FAA
waiver to fly Beyond Visual Line of Sight (BVLOS), has made the DFR program what the police
chief calls one of her most important tools for improving situational awareness and
de-escalating dangerous situations.13

Case Study: Montgomery County, Maryland

The Montgomery County Police Department (MCPD) in Maryland, which launched its DFR
program in 2023, serves as a model for operational transparency.17 From the outset, the



department has maintained a public-facing online dashboard that provides flight maps, data,
and call information for every DFR mission.9 This commitment to transparency is a direct
attempt to build community trust and address privacy concerns.18 The MCPD's "RAVEN"
drones, primarily the DJI Matrice 350 RTK model, are deployed from four sites across the
county to a wide variety of 911 calls, including theft, assault, and domestic disturbances.10
The high-quality video evidence captured by these drones has proven invaluable, providing
indisputable evidence that has led to successful convictions in court. In one notable case,
drone footage captured a suspect in the act of stabbing a victim, providing crucial evidence
for the prosecution.12 This demonstrates the drone's role not only in immediate response but
also in the subsequent judicial process.

Anatomy of an Al Cop: Hardware and Software Ecosystems

The capabilities of DFR and other advanced policing strategies are built upon a foundation of
sophisticated hardware and deeply integrated software platforms. Law enforcement agencies
are no longer simply purchasing drones; they are investing in comprehensive, interconnected
ecosystems where the aerial platform is just one node in a larger network of surveillance and
data management technology.

Hardware Platforms

The drone hardware market for public safety is dominated by a few key players, each offering
platforms with distinct strengths.

e DJI (Da-Jiang Innovations): This Chinese company is the global market leader, and its
enterprise-grade drones are the workhorses of many police departments. Models like
the Matrice and Mavic series are prized for their reliability, advanced sensor payloads,
and robust flight characteristics.” The DJI Matrice 4T, for example, is a popular choice
for public safety bundles because it integrates a powerful 48MP zoom camera, a
wide-angle camera, and a high-resolution 640x512 thermal sensor into a single
gimbal.?! This allows a single drone to perform a wide range of missions, from daytime
surveillance with up to 112x hybrid zoom to nighttime search-and-rescue operations
using thermal imaging to detect heat signatures.? Its nearly 50-minute flight time and
multi-directional obstacle avoidance make it a versatile and resilient platform for
demanding situations.””

e Skydio: As the leading U.S.-based drone manufacturer, Skydio has built its brand on the
superiority of its autonomous flight capabilities, powered by advanced Al and computer
vision.? Their flagship enterprise drone, the Skydio X10, is equipped with six 4K
navigation cameras providing 360-degree obstacle avoidance and is powered by an
NVIDIA Jetson Orin GPU, which provides immense onboard computing power for
real-time Al processing.? This allows the X10 to navigate complex, GPS-denied
environments, such as under bridges or inside parking garages, with a level of autonomy
that other platforms cannot match. Skydio's innovative NightSense technology even
allows for autonomous obstacle avoidance in complete darkness.?® The company is



aggressively expanding its public safety platform with the R10, a compact drone
designed for indoor tactical operations, and the forthcoming F10, a fixed-wing drone
that will extend DFR coverage over long distances in rural areas.?
Software and Integration Platforms
The true power of modern police drones lies not in the hardware alone, but in the software
that connects them to a broader law enforcement infrastructure. This trend is epitomized by
the rise of the integrated technology ecosystem.

e The Axon Ecosystem: Axon, the company best known for the TASER, has strategically
positioned itself as the central operating system for public safety. Its Axon Air platform
is a fully integrated DFR solution that seamlessly connects Skydio and DJI drones with
the entire suite of Axon products.?® In this ecosystem, a drone is not an isolated tool. Its
live video feed is streamed directly into Axon Fusus, a real-time crime center (RTCC)
platform that aggregates data from public and private cameras, gunshot detectors, and
license plate readers.?” All captured drone footage is automatically and securely
uploaded to Axon Evidence, a cloud-based digital evidence management system that
also stores body-worn camera video, interview recordings, and other case files.?® This
creates an unbroken chain of custody and a streamlined workflow from the initial 911
call to the final court case. This deep integration offers undeniable efficiency but also
fosters a significant vendor lock-in, making it difficult for an agency to adopt technology
from competing providers once they are embedded in the Axon ecosystem.

e Other Key Software Providers: While Axon is a dominant force, other companies
provide critical software solutions. Motorola Solutions offers its CAPE drone software,
which facilitates remote piloting and evidence-grade video management in a secure
cloud platform.?’ Sky-Drones Technologies provides its SmartLink system, which offers
dual HD video channels and integrates with airspace management platforms like
Altitude Angel to ensure safe, deconflicted flight operations.®® These platforms are
essential for managing drone fleets, ensuring regulatory compliance, and disseminating
real-time intelligence to the necessary personnel.

The evolution of policing technology is increasingly characterized by this shift from
standalone public agencies purchasing individual tools to public-private partnerships where
law enforcement operates within a proprietary, interconnected platform. This model, while
efficient, concentrates immense influence in the hands of a few key technology corporations.
Their product roadmaps, software updates, and data management policies can effectively set
the tactical and procedural standards for police departments across the country. A feature
like a "one-click" drone request from an Axon body camera is not just a technical upgrade; it
is a privately developed function that directly shapes how an officer initiates an aerial
response on the street, raising important questions about where public policy is truly being
made—in city halls or in corporate boardrooms.®

The "Intelligence” in the Machine: Al's Expanding Role



The term "Al drone" is more than a marketing buzzword; it signifies the integration of specific
artificial intelligence capabilities that elevate the drone from a remotely operated camera to a
semi-autonomous partner. These capabilities are rapidly expanding, redefining what is
possible in aerial law enforcement.

Autonomous Navigation

The foundational Al capability that underpins the DFR model is autonomous navigation. This is
the drone's ability to fly itself safely and efficiently from point A to point B without constant
human piloting. Skydio's Autonomy platform is a leader in this domain, utilizing a sophisticated
Spatial Al Engine that processes data from its six navigation cameras in real-time. This allows
the drone to build a 3D map of its surroundings, identify and predict the movement of
obstacles, and plot the safest flight path.23 This advanced obstacle avoidance is so robust
that it enables flight in highly complex environments, such as indoors or under dense tree
canopies where GPS signals are weak or nonexistent. This capability dramatically reduces the
cognitive load on the human operator, who can focus on the mission's objective—observing
the scene—rather than the mechanics of flying the aircraft.23

Real-Time Data Processing and Object Recognition

Modern police drones are not just passive video recorders; they are active data analysis
platforms. Onboard processors, like the NVIDIA GPU in the Skydio X10, allow for the
application of computer vision algorithms directly on the drone in real-time.23 This enables a
range of powerful functions:

e Biometric and Object Recognition: Al-powered systems can be trained to
automatically identify specific objects or individuals within the drone's video feed. This
includes automated license plate reader (ALPR) systems that can scan and check plates
against hotlists, weapon detection algorithms that can flag the presence of a firearm,
and advanced biometric systems.®' These biometric systems are not limited to facial
recognition; emerging technologies include gait recognition (identifying a person by
their walk) and even ear biometrics, as these can be captured from a distance or when
a face is obscured.*

e Behavior and Anomaly Detection: Al can also be trained to recognize patterns of
behavior. It can flag actions like loitering in a specific area, the formation of a fight, or
an object being abandoned in a public space, triggering an alert for human review.*
Furthermore, acoustic sensors can be integrated to detect the sound of gunfire,
allowing a drone to be dispatched automatically to the precise location of a shooting.*
The performance of these recognition systems in aerial surveillance is an active area of
research, as factors like image resolution, viewing angle, weather, and background
clutter present significant technical challenges that must be overcome.®

The "Assistant Patrol Drone" Concept

The convergence of these Al capabilities is leading to an emerging concept, heavily promoted
by technology vendors like Axon, known as the "assistant patrol drone" or autonomous aerial
vehicle (AAV).8 In this vision, the drone acts as a proactive, autonomous partner to a ground
officer, automating tasks and enhancing safety.

e Administrative Automation: A significant portion of an officer's time is spent on



administrative tasks. The AAV concept aims to alleviate this burden. Using speech
recognition and natural language processing, the Al could listen to an officer's
interactions and witness interviews via their body-worn camera and automatically
generate a draft of the official police report.? It could also auto-transcribe statements
and tag relevant video clips for evidence, potentially turning hours of paperwork into
minutes of review.?

e Tactical Support: The AAV would be tethered to the officer via their body camera or
smartwatch. With a single button press, an officer could deploy the drone during a
traffic stop. The drone would autonomously position itself to illuminate the vehicle,
record the interaction from a safe overhead angle, and run the license plate in real-time,
allowing the officer to remain focused on the vehicle's occupants.? In another scenario,
an officer encountering a non-English-speaking victim could use the drone's systems
for real-time speech translation.?

e Future Capabilities: The technological roadmap for the AAV extends even further.
Developers envision drones that can autonomously track a fleeing vehicle or suspect,
maintaining visual contact where a ground pursuit would be too dangerous. There is
also discussion of equipping these drones with less-lethal devices, such as chemical
irritants or TASERs, which would represent a monumental shift from a role of
observation to one of active intervention and force application.®

This technological progression reveals a critical dynamic. The most successful and publicly
palatable drone applications are often humanitarian. Delivering life-saving medication or
finding a lost hiker creates a powerful and positive "drones for good" narrative that is easy for
police departments to promote and for the public to accept." However, the very success of
these benevolent use cases drives the necessary investment and regulatory approvals—such
as complex BVLOS waivers from the FAA—that build out a city-wide aerial surveillance
infrastructure. Once this infrastructure of docks, drones, and integrated software is in place
and has been normalized through its life-saving applications, the marginal cost and political
capital required to expand its mission to more controversial activities, such as monitoring
protests or conducting proactive patrols, decreases dramatically.® In this way, the most benign
uses can serve as an effective vanguard, paving the way for the very mass surveillance
capabilities that civil liberties advocates have long warned against."

Part Il: Policing the Police Drones: A Fractured Legal
Landscape

The rapid technological evolution of Al-powered drones has far outpaced the development of
a coherent legal framework to govern their use. Law enforcement agencies are deploying
21st-century surveillance technology that is being evaluated against 20th-century legal
doctrines. This mismatch has created a dangerous and uncertain legal gray area,
characterized by a strained constitutional standard, a near-total absence of federal guidance



on surveillance, and a chaotic patchwork of state and local laws.

The Fourth Amendment in the Drone Age: A Doctrine Under Strain

The primary constitutional safeguard against government overreach in surveillance is the
Fourth Amendment, which protects “[t]he right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches and seizures." The modern
interpretation of this protection hinges on the two-pronged test established in the 1967
Supreme Court case Katz v. United States: a "search" occurs when the government violates a
person's "reasonable expectation of privacy".*° For decades, the application of this test to
aerial surveillance has been governed by a handful of key precedents from the 1980s.

The cornerstone of the "aerial surveillance doctrine" is California v. Ciraolo (1986). In this case,
police, acting on a tip, used a private plane to fly over a suspect's property at an altitude of
1,000 feet. From this vantage point, they were able to identify marijuana plants growing in his
backyard, which was shielded from street-level view by a high fence. The Supreme Court
ruled that this did not constitute a Fourth Amendment search. The majority's reasoning was
twofold: first, the observation was conducted from "public navigable airspace," where any
member of the public could legally be; and second, the officers merely observed with the
"naked eye" what was readily discernible.*> On the same day, the Court decided Dow
Chemical Co. v. United States, extending the Ciraolo logic to allow for warrantless aerial
photography of a 2,000-acre industrial complex using a sophisticated, floor-mounted
mapping camera. The Court reasoned that the area was more like an "open field" than the
private "curtilage" of a home and that the photographs were "not so revealing of intimate
details" as to constitute a search.*

These precedents, however, were born of a different technological era and rest on factual
assumptions that are completely shattered by the capabilities of modern Al drones. The
argument that current police drone operations are constitutionally equivalent to the
surveillance in Ciraolo and Dow ignores several fundamental distinctions:

e Persistence and Cost: The surveillance in the 1980s cases was temporary and
expensive, involving the chartering of manned aircraft for a specific flight. Today's
drones are relatively inexpensive and can be deployed persistently for hours at a time,
or even 24/7 through a network of automated docks. This transforms surveillance from a
discrete event into a constant, lingering potential, a reality that fundamentally alters the
nature of the privacy intrusion.*?

e Sensory Enhancement: The Ciraolo court emphasized the "naked-eye" nature of the
observation. Police drones are anything but. They are equipped with powerful zoom
lenses that can read a license plate from 800 feet away, far beyond the capability of the
human eye.? They carry thermal imaging sensors that can detect heat signatures
through smoke, foliage, and even the walls of a home—a practice the Supreme Court
deemed a search requiring a warrant in Kyllo v. United States when done with a
ground-based device.* When combined with Al-powered facial recognition and object



tracking, the drone's sensory capabilities are orders of magnitude more powerful and
intrusive than what was contemplated in the 1980s precedents.*

e Physical Intrusiveness: Drones can fly lower, more quietly, and with greater agility than
the fixed-wing aircraft in Ciraolo. They can hover just outside a window, peer over a
fence at close range, or navigate into the semi-private spaces of a property's curtilage.
This level of physical intrusion may trigger an alternative Fourth Amendment analysis
based on the 2012 case United States v. Jones, which held that a search can also occur
when the government physically trespasses onto a constitutionally protected area (like
attaching a GPS tracker to a car) for the purpose of obtaining information.*°

Courts are only just beginning to grapple with these distinctions. In a landmark, though later
vacated, decision, the Michigan Court of Appeals in Long Lake Twp. v. Maxon declared that
repeated, low-altitude drone surveillance of a private property did, in fact, constitute a Fourth
Amendment search.“® This case signals a growing judicial recognition that the old doctrines
are ill-suited for the drone age, but it also highlights the deep uncertainty and unpredictability
that currently defines this area of the law.

Federal Oversight vs. State-Level Control: A Patchwork of Rules

The legal vacuum created by the straining Fourth Amendment doctrine has not been filled by
the federal government. Astonishingly, there is no specific federal law that governs how law
enforcement agencies can use drones for surveillance purposes.’
The federal government's role is almost exclusively confined to the Federal Aviation
Administration (FAA), whose mandate is to ensure the safety of the national airspace, not to
protect privacy.®® The FAA authorizes public safety drone operations either under its Part 107
rules for small UAS or through a Certificate of Authorization (COA), which allows an agency to
self-certify its own pilots and aircraft.*® The FAA's regulations focus on operational
safety—prohibiting flights at night, over people, or beyond the pilot's visual line of sight. DFR
programs, which are predicated on BVLOS flight, require special waivers from these safety
rules, a process that can be extensive and time-consuming." While the Department of Justice
(DOJ) and Department of Homeland Security (DHS) have issued internal policies and
best-practice guidelines that require their own agents to conduct privacy assessments, these
are administrative rules, not binding federal laws that apply to the thousands of state and
local police departments deploying drones.*®
This absence of federal leadership has forced the issue down to the state level. In a classic
example of American federalism, states have become the primary regulators of police drones,
stepping in to address matters of traditional state police power like privacy, trespass, and law
enforcement procedure.*® This has resulted in a chaotic and inconsistent patchwork of laws
that varies dramatically from one state border to the next, creating significant legal
uncertainty for both law enforcement and the public. Key areas of legislative divergence
include:

e Warrant Requirements: Recognizing the surveillance potential, at least 18 states have



passed laws requiring law enforcement to obtain a search warrant before using a drone
for surveillance.*” However, these laws are often riddled with broad exceptions for
"exigent circumstances," traffic accident reconstruction, or other scenarios that can
weaken the core warrant protection.*’
e Biometric Surveillance: A few states have taken a more technologically-specific
approach, targeting the most invasive capabilities. lllinois and Vermont, for instance,
have enacted laws that explicitly prohibit law enforcement from equipping drones with
facial recognition technology, allowing its use only in the most extreme and narrowly

defined circumstances, such as a credible terrorist threa

t.31

e Weaponization: While federal regulations generally prohibit arming drones, several
states, including Oregon, North Dakota, and Virginia, have passed their own explicit
statutory bans on the weaponization of UAS by law enforcement, reflecting a strong
public and legislative consensus against police drone lethality.*’

e Data Retention and Public Disclosure: A critical battleground is the control of the vast
amounts of video data that drones collect. This issue was central to the recent legal
fight involving the Chula Vista Police Department. After a journalist's public records
request for one month of DFR footage was denied on the grounds that all footage was
part of "investigative records," a multi-year court battle ensued. In 2024, the California
Supreme Court let stand a lower court ruling that prevents police from issuing such
blanket denials. The ruling establishes a crucial precedent that requires police to review
footage on a case-by-case basis and release any video that is not part of a specific,
active investigation.>* While a major victory for transparency, the ruling also imposes a
significant administrative burden on police departments, which now must dedicate
personnel to review and redact hundreds of hours of footage to comply with privacy
laws before release.>

This legal fragmentation is best illustrated through a direct comparison of state approaches,
which reveals fundamentally different philosophies on how to balance public safety with
individual liberty in the drone age.
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The current legal environment is defined by a fundamental mismatch between the speed of
technological innovation and the slow, deliberate pace of legal and legislative evolution. The
foundational doctrines governing aerial surveillance were established in 1986, in a world of

film cameras and propeller planes. Today's technology involves persistent, Al-driven platforms
with sensory capabilities that were science fiction just a generation ago. This lag forces courts
to stretch old doctrines to fit new facts, leading to unpredictable results, while legislatures



react by passing narrow, technology-specific laws rather than establishing broad,
future-proof principles for governing persistent surveillance.** This creates a legal vacuum
where police departments, often guided by the roadmaps of technology vendors, deploy
powerful new capabilities long before society has developed the legal or ethical consensus to
regulate them. The multi-year court battle over Chula Vista's DFR footage is a case in point:
the technology was deployed for years before the courts finally established the basic rules for
public access to the data it collected.®

This situation also gives rise to a paradox of transparency. In an effort to build community
trust, pioneering departments like Chula Vista and Montgomery County have created
public-facing dashboards that show the flight paths, times, and call types for their DFR
missions.”® While a positive step, this can function as a form of "transparency theater." These
same agencies may simultaneously resist deeper forms of accountability, as Chula Vista did
by fighting the release of the actual video footage for years under a broad claim of
"investigative exemption".>* This reveals a willingness to be transparent about the logistics of
drone operations but not the substance of what the drones are seeing. This selective
transparency can build a superficial layer of public trust while obscuring the very issues of
biased policing or privacy violations that could only be identified by reviewing the unedited
footage. The practical and financial burden of redacting footage then becomes a convenient
and powerful justification for withholding it, pitting the cost of accountability against the
public's fundamental right to know.

Part lll: The Societal Ledger: Balancing Public Safety
and Civil Liberties

The deployment of Al-powered drones is more than a technical or legal issue; it is a profound
societal experiment with far-reaching consequences for privacy, equity, and the fundamental
relationship between citizens and the state. While the technology offers tangible public safety
benefits, it also carries the immense risk of creating a pervasive surveillance society,
automating and amplifying existing biases, and irrevocably eroding public trust.

The Panopticon's Shadow: The Risk of a Surveillance Society

The most persistent and powerful criticism of police drone expansion comes from civil
liberties organizations like the American Civil Liberties Union (ACLU). Their central argument is
that the unique combination of low cost, high capability, and ease of deployment will
inevitably lead to a state of mass, suspicionless aerial surveillance—a modern, technological
Panopticon where the public is constantly aware of the potential for being watched."

The primary mechanism for this transformation is "mission creep." DFR programs are
introduced to the public and policymakers as reactive tools, dispatched only in response to a



specific 911 call for service.”® However, once the technological infrastructure (docks, BVLOS
waivers, integrated software) is in place, the temptation for law enforcement to use this
powerful network for proactive surveillance becomes immense.®® This could evolve into
routine patrols over neighborhoods, prolonged surveillance of individuals without a warrant,
or persistent monitoring of areas identified by predictive algorithms as future "hotspots" for
crime. The recent move by the New York Police Department (NYPD) to begin proactive drone
patrols, in addition to its DFR program, is seen by critics as a clear and alarming manifestation
of this exact trend.®®

This expansion of surveillance poses a direct threat to First Amendment-protected rights of
free speech and assembly. The use of drones to monitor public gatherings, whether they be
parades, festivals, or political protests, is becoming increasingly common.® Police
departments have deployed drones over protests related to the deaths of Freddie Gray and
George Floyd, arguing they are necessary for crowd control and officer safety.”> However,
critics argue that the visible, buzzing presence of a police drone has a significant “chilling
effect,” discouraging citizens from participating in lawful assembly for fear that their presence
is being recorded, their identity logged, and their political associations cataloged by the
government.® This can suppress legitimate dissent and alter the character of public discourse.
This potential for overreach has fueled significant community opposition and mistrust. In the
early 2010s, public backlash forced cities like Seattle and Los Angeles to abandon nascent
police drone programs.” Even in cities with established programs, concerns persist. Residents
in Chula Vista, for example, have complained that DFR drones appear to fly more frequently
over lower-income, minority neighborhoods than wealthier ones. While the police department
counters that this is simply a reflection of where the majority of 911 calls originate, it highlights
a deep-seated fear that this new technology will be deployed inequitably, reinforcing existing
patterns of over-policing.”

The Ghost in the Machine: Algorithmic Bias and Automated
Discrimination

A critical and often misunderstood aspect of Al systems is that they are not inherently
objective or neutral. Machine learning models are trained on vast datasets of historical
information, and if that data reflects the biases present in society, the Al will learn, replicate,
and often amplify those biases in its decision-making.”’ In the context of policing, the
historical data on arrests, stops, and crime reports is known to be heavily skewed by decades
of discriminatory practices and the over-policing of Black and Brown communities.®> When
this biased data is used to train policing algorithms, the result is automated discrimination.
Facial Recognition and Demographic Inaccuracy

One of the most controversial Al technologies that can be integrated with drones is facial
recognition. The National Institute of Standards and Technology (NIST) conducts the Facial
Recognition Vendor Test (FRVT), the global gold standard for evaluating the accuracy of these



algorithms. While NIST has found that the most accurate, top-tier algorithms now perform so
well that demographic differences are statistically insignificant or "undetectable," this is not
true for all algorithms on the market.64 Numerous studies, including earlier NIST reports and
independent academic research, have consistently shown that many facial recognition
systems have higher error rates when identifying people of color, women, children, and the
elderly.61

A landmark 2018 study from MIT's Media Lab, "Gender Shades," found that the error rate for
identifying the gender of darker-skinned women was as high as 34.7%, while the error rate for
light-skinned men was only 0.8%.°" NIST's own detailed demographic data shows that even
among highly accurate algorithms, the highest false match rates—the most dangerous type of
error, where two different people are incorrectly identified as the same person—are often
found in comparisons of images of West African women.®” When deployed by law
enforcement, such an error can have devastating real-world consequences. A false match
from a drone's camera feed could lead to an innocent person being identified as a suspect,
resulting in a wrongful arrest, detention, and prosecution, as tragically occurred in the case of
Kylese Perryman in Minnesota, who was falsely arrested based on an incorrect facial
recognition match.®’

Predictive Policing and Discriminatory Feedback Loops

Another form of Al used in policing is predictive policing, where algorithms analyze historical
crime data to forecast where and when future crimes are likely to occur.32 This is often
presented as a data-driven way to allocate scarce police resources more efficiently. However,
critics argue that these systems create a pernicious and discriminatory feedback loop.62

The process works as follows: The algorithm is fed historical arrest data, which is already
biased due to the over-policing of minority communities. The algorithm then identifies these
communities as "hotspots" for future crime. In response, the police department deploys more
officers—and potentially more surveillance drones—to these designated hotspots. This
increased police presence naturally leads to more arrests and documented incidents in those
areas, even for minor offenses. This new, biased data is then fed back into the algorithm,
which "learns" that its prediction was correct and reinforces its focus on that same
community. The result is a self-perpetuating cycle where the algorithm and police practices
combine to justify and intensify the policing of already marginalized neighborhoods, all under
the veneer of objective, data-driven science.®?

The danger of integrating Al into policing is not merely that it can be biased, but that it allows
for the application of that bias at a scale and speed that is humanly impossible. An individual
officer may harbor implicit biases, but their capacity to act on them is constrained by time and
geography. An Al system, in contrast, can analyze an entire city's worth of data in seconds to
generate a map of predictive hotspots. A fleet of autonomous drones can then be dispatched
to provide persistent surveillance over every single one of those algorithmically-selected
areas simultaneously. This transforms individual, localized bias into an automated, systemic,
city-wide force. A flawed facial recognition system that misidentifies Black women at a higher
rate is dangerous when used once; it becomes a civil rights catastrophe when it is
systematically applied to thousands of hours of drone footage from hundreds of cameras



across a community.

Public Trust and the Path Forward: Transparency, Accountability, and
Engagement

Given the immense power and potential for misuse of this technology, the only path to
legitimate deployment is through a radical commitment to transparency, accountability, and
community engagement. Without public trust, these programs are destined to be seen not as
tools of public safety, but as instruments of oppression.

The Mandate for Transparency

Transparency requires that police departments be open and honest about their drone
programs. This means publishing clear, comprehensive, and easily accessible policies that
detail what technology is being used, what its capabilities are, and the specific rules that
govern its deployment.8 The failure of the NYPD to fully disclose the capabilities of its
drones—such as autonomous flight and two-way communication—in its official Impact and
Use Policies was a significant breach of public trust, as identified by a New York City
Department of Investigation report.71

Accountability Through Oversight

Transparency is meaningless without accountability. A primary mechanism for accountability
is robust access to information through public records laws like the Freedom of Information
Act (FOIA) and state-level equivalents. The Chula Vista public records case is a vital precedent
in this regard. It affirmed that police cannot use a blanket "investigative records" exemption to
shield all drone footage from public view, empowering journalists, researchers, and the public
to act as genuine watchdogs over these powerful systems.54 Accountability also requires
regular, independent audits of drone usage data to ensure compliance with departmental
policy and to detect any patterns of inequitable deployment.7

Community Engagement

Finally, successful and responsible drone programs cannot be imposed on a community; they
must be developed in partnership with it. This requires proactive and meaningful engagement
from the very beginning of the process, long before any technology is purchased.8 It involves
creating forums for public dialogue, establishing community advisory panels with real
oversight authority, and genuinely listening to and addressing the concerns raised by
residents about privacy, equity, and surveillance.8

The rise of DFR and remote policing also signals a fundamental shift in the nature of
police-community interaction. The DFR model is explicitly designed to reduce the need for an
officer's physical presence, with drones capable of resolving a significant percentage of calls
on their own.” When officers do respond to a scene, they arrive with a tactical mindset already
formed by the remote, aerial view provided by a drone operator hundreds or thousands of
feet away." This alters the initial human interaction from one of dialogue and on-the-ground
assessment to one where the officer arrives with a pre-conceived narrative of the situation,
viewed through the detached lens of a camera. Ethnographic research on police drone



operators has shown that this can create a sense of "remoteness” from the communities they
serve, both physically and emotionally.®” In the long term, this could lead to a further erosion
of the principles of community policing. If the primary point of contact for many citizens
becomes a buzzing machine overhead rather than an officer walking a beat, it may transform
the police from members of the community into its remote, unseen observers, exacerbating
the very trust deficit that many departments claim this technology will help solve.

Conclusion & Recommendations: Charting a Course
for Responsible Innovation

The evidence is clear: while Al-powered drones are not yet fully autonomous "“cops" in the
sense of making independent enforcement decisions, they are rapidly evolving into
indispensable, semi-autonomous partners that are fundamentally reshaping the landscape of
American policing. The technology offers demonstrable and powerful benefits, from saving
lives in medical emergencies to increasing officer safety in volatile situations. However, it
simultaneously carries transformative risks to privacy, equity, and the democratic character of
our society. The United States is at a critical inflection point. The policy choices made by
lawmakers, law enforcement agencies, and the public in the coming years will determine
whether this technology serves the common good or accelerates the slide into a pervasive
surveillance state. A new social and legal contract is required to govern this new beat.

Based on the comprehensive analysis of the technology, its legal framework, and its societal
implications, the following multi-layered recommendations are proposed:

For Federal Lawmakers:

The current chaotic patchwork of state laws is inadequate and unsustainable. Congress
should act to:

e Pass a National Drone Surveillance Law: Enact comprehensive federal legislation that
sets a binding national floor for law enforcement use of drones for surveillance. This law
should, at a minimum, codify a warrant requirement based on probable cause for any
surveillance that infringes on a reasonable expectation of privacy.

e Ban High-Risk Al Applications: Prohibit the use of the most dangerous and biased Al
technologies on drone platforms nationwide, specifically including real-time facial
recognition and other remote biometric identification systems.

e Establish National Standards: Direct a federal agency, such as the National Institute
of Justice, to establish clear, national standards for data retention, sharing, and auditing
for all law enforcement drone programs that receive any form of federal funding.

For State and Local Lawmakers:
As the primary regulators of policing, state and local governments have a critical role to play:

e Enact Moratoriums on DFR Expansion: Implement a temporary moratorium on the
authorization of new or expanded Drone as First Responder programs until
independent, academic audits can be conducted on existing programs to rigorously
assess their true impact on crime rates, officer safety, community trust, and civil



liberties."

Mandate Transparency and Accountability: Pass state-level laws that strengthen
public records access to drone footage, explicitly rejecting broad "investigative"
exemptions. Require all law enforcement agencies using drones to maintain a
public-facing dashboard with detailed flight data and to publish annual, audited reports
on their programs.

Create Community Oversight: Legislate the creation of empowered community
oversight boards with the authority to review and approve drone policies, audit usage
data for evidence of bias, and investigate complaints from the public.

For Law Enforcement Agencies:
To build and maintain public trust, law enforcement agencies must adopt a posture of
restraint and transparency:

Prioritize "Community-Up" Adoption: Engage the community in a robust and
transparent dialogue before any drone technology is procured or deployed. The
decision to adopt aerial surveillance should be a democratic one, not one made
unilaterally by a police department.

Adopt Strict, Public-Facing Policies: Develop and publish clear, restrictive policies
that explicitly prohibit general or suspicionless surveillance and the use of drones to
monitor First Amendment-protected activities. These policies should be drafted with
input from the community and civil liberties experts.

Commit to De-Biasing and Equity Audits: Before deploying any Al-driven system,
including predictive policing or analytical software, agencies must demand evidence
from vendors that the system has been independently audited and tested for
demographic bias. Furthermore, agencies must conduct regular internal audits of their
own drone deployment data to ensure the technology is not being used in a manner
that disproportionately targets specific communities.

For the Public:
The future of policing is not merely a technical question to be left to experts and officials; it is
a fundamental democratic question about the kind of society we wish to inhabit.

Demand a Seat at the Table: Citizens must demand transparency and accountability
from their local police departments and elected officials regarding the use of this
technology.

Engage in the Policy Debate: Participate in city council meetings, public forums, and
legislative hearings where these technologies are being discussed. The direction of this
powerful technology should be guided by community values and constitutional
principles, not by vendor promises and the allure of technological efficiency.

The eye in the sky now has a mind of its own. It is our collective responsibility to ensure that
its vision is guided by wisdom, justice, and a profound respect for the liberties it is meant to
protect.
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