The Generative Data Problem: Synthetic
Data vs. Real-World Governance

A deep dive into the legal, compliance, and quality challenges of training models on
synthetic data and whether it's truly the answer to Pll/privacy concerns.

Section 1: The Synthetic Panacea: A New Hope for
Privacy

For decades, organizations have faced a fundamental conflict: the immense value of
data-driven innovation, particularly in artificial intelligence (Al), is shackled by the
non-negotiable legal and ethical mandate to protect individual privacy." The lifeblood of
machine learning (ML) is high-quality, large-scale data, yet that very data—detailing human
health, finances, and behavior—is protected by a fortress of regulations.?

In response, a new technology has emerged as a seeming panacea: synthetic data. It is
positioned as the first viable solution that does not force a choice between data utility and
data privacy, a trade-off that has plagued all legacy de-identification methods.*

1.1 The Failures of Traditional De-ldentification

The appeal of synthetic data is best understood by examining the profound failures of the
methods it seeks to replace. Traditional de-identification techniques fall into two main
categories, both of which are deeply flawed.
1. Pseudonymization and Masking: This method involves replacing direct identifiers (like
a name or social security number) with fake identifiers, or pseudonyms.® While it
provides a layer of security, it is fundamentally reversible.* A separate, securely stored
key can be used to re-link the data to the individual.” Consequently, regulators,
particularly under the EU's General Data Protection Regulation (GDPR), do not consider
pseudonymized data to be anonymous. It is still treated as personal data and remains
fully within the scope of the regulation.* It offers high data utility but minimal true
privacy protection.®
2. Traditional Anonymization: This category includes irreversible techniques like
generalization (e.g., k-anonymity, which groups individuals so no one is identifiable
within a group of $k$ people), data swapping, and suppression.® These methods suffer



from two critical, often opposing, flaws:

o Utility Destruction: To achieve anonymity, these techniques must "scramble"” the
data, reducing its granularity and, most importantly, destroying the complex
statistical relationships and correlations between data points.® This makes the
resulting dataset effectively useless for training sophisticated ML models.™

o Persistent Re-identification Risk: Despite this utility destruction, the data is
often still not anonymous. Decades of research have demonstrated the brittleness
of these methods. Repeated, successful re-identification attacks have eroded
regulator and public trust.® For instance, a 2019 study showed that even
"anonymized" clinical trial data, supposedly protected by regulatory guidelines,
could be re-identified with enough effort."™

This leaves organizations in a compliance and innovation stalemate. They must choose
between high-utility, high-risk pseudonymized data or low-risk, low-utility anonymized data.

1.2 Defining the "Solution”: The Synthetic Data Spectrum

Synthetic data offers a radical paradigm shift. Instead of starting with real, sensitive data and
removing Pll, it starts with nothing and generates an entirely new, artificial dataset from
scratch.'

At its core, synthetic data is artificially generated information that mimics the statistical
properties, patterns, and correlations of a real-world dataset.' It is created by training a
generative Al model—such as a Generative Adversarial Network (GAN), Variational
Autoencoder (VAE), or Diffusion Model—on the original, sensitive data.’ Once trained, this
model can generate a new dataset that "looks, feels, and means the same" as the original but
contains no real, one-to-one records of actual individuals.™

This data exists on a spectrum %

e Partially Synthetic: Portions of a real dataset, typically the sensitive Pll columns, are
replaced with artificial values. This is common in clinical research where some real data
is crucial.?

e Fully Synthetic: The entire dataset is generated from scratch by the Al model. It
contains no original real-world information." This is the form purported to be truly
anonymous and is the focus of this analysis.

e Structured vs. Unstructured: This technology can generate both structured, tabular
data (e.g., financial transactions, medical records) and unstructured data (e.g., images,
video, text).'

1.3 The Stated Promise: A "Silver Bullet" for Pll and Data Scarcity

The business and compliance case for synthetic data is built on a powerful, threefold promise



that directly addresses the failures of its predecessors.

1. The Privacy Argument: The primary value proposition is that fully synthetic data, by
breaking the one-to-one link with real individuals, is fundamentally free of PII.® This
would, in theory, render it compliant by design with strict regulations like GDPR, the
Health Insurance Portability and Accountability Act (HIPAA), and the California
Consumer Privacy Act (CCPA)." This "anonymity" would unlock data, allowing it to be
shared with researchers, monetized, or used for Al development without risking the
catastrophic fines and reputational damage of a data breach.™

2. The Utility Argument: Unlike traditional anonymization, high-quality synthetic data
preserves the complex statistical relationships, plot distributions, and correlations of
the original data." This high-fidelity statistical mirror means it can be used to train Al and
ML models that achieve accuracy comparable to those trained on the original data.’

3. The Scarcity and Bias Argument: Synthetic data also solves the "data scarcity"
problem.? In many critical fields, real-world examples of rare but crucial events are
scarce. In finance, this includes specific types of fraudulent transactions %% in
healthcare, it's data on rare diseases.? Generative models can be used to augment
existing datasets, creating limitless, high-quality examples of these edge cases to build
more robust and accurate models.” Furthermore, this generative process allows
developers to algorithmically rebalance datasets, potentially reducing the historical
human bias embedded in real-world data.™

This proposition—high privacy, high utility, and limitless data—has positioned synthetic data
as the silver bullet. However, the legal and technical reality of this promise is far more

complex.
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Section 2: The Compliance lllusion: Why "Synthetic” Is
Not “Anonymous”

The primary assumption driving the adoption of synthetic data is that it is "anonymous" and
therefore outside the scope of privacy regulations. This assumption is legally tenuous and
creates a dangerous "compliance illusion".*? For a chief privacy officer (CPO) or legal counsel,
understanding this distinction is paramount. "Synthetic" is a technical term; "anonymous" is a
legal one.

2.1 The Legal Battleground: GDPR Recital 26

The definitive legal test for anonymity in the European Union is found in Recital 26 of the
GDPR. This text states that the principles of data protection "should therefore not apply to
anonymous information”.*? It defines this as:

"...information which does not relate to an identified or identifiable natural person or to
personal data rendered anonymous in such a manner that the data subject is not or no longer
identifiable."

The crucial ambiguity lies in the phrase "not or no longer identifiable." This sets an
exceptionally high bar. It is not a test of the method used (i.e., whether the data is synthetic)
but of the outcome (i.e., is re-identification reasonably possible?).*? If any "reasonable
likelihood" of re-identification exists—considering all means "reasonably likely to be used" by
an attacker, including combining the data with other sources—the data is not anonymous.® It
remains personal data and is fully subject to the GDPR.

2.2 The Regulatory Gauntlet: "Singling Out, Linkability, and Inference"

EU data protection authorities, including the UK's Information Commissioner's Office (ICO)
and the Spanish AEPD, have clarified this high bar by establishing a three-part test for true
anonymity. To be exempt from GDPR, a dataset must be robust against three specific attack



vectors *':
1. Singling Out: The inability to isolate some or all records that identify a person within
the dataset.
2. Linkability: The impossibility of linking two or more records belonging to the same
individual, either within the dataset or across different datasets.
3. Inference: The inability to deduce, with a high degree of probability, new and sensitive
information about a specific individual.
Synthetic data is not inherently immune to these attacks. The risk stems from the generative
model itself. If a model "memorizes" or "overfits" on the original training data, its synthetic
output can reproduce real, unique patterns, sequences, or attributes. If these
unique-but-synthetic patterns can be linked to a real individual (e.g., a patient's unique
diagnostic journey), the synthetic data fails the test.*' It remains "personal data," and the
organization using it is subject to full GDPR obligations.®

2.3 The "Compliance lllusion" and the Governance Burden Shift

This legal reality creates the "compliance illusion" % the false sense of security that arises
from believing that the use of a synthetic data generator automatically absolves an
organization of its compliance duties.

This leads to a critical strategic miscalculation: the Governance Burden Shift.

An organization adopts synthetic data to eliminate the governance burden of managing PII.
However, because regulators and legal precedent hold that the burden of proof is on the data
controller, the organization must now demonstrate that its synthetic data is truly
anonymous.31

This means the compliance task is not eliminated; it is transformed and arguably becomes
more difficult. The governance challenge shifts from:

e From (Traditional): Governing a static dataset (i.e., implementing access controls,
masking PII).

e To (Synthetic): Governing a dynamic generative process (i.e., conducting complex
technical audits to prove a "black box" Al model has not overfit and that its output is
secure against inference and linkage attacks).

This new burden requires a far more sophisticated, technical, and continuous form of
governance than what most organizations are prepared for.

Section 3: Technical Vulnerabilities: Deconstructing
the Anonymity Myth

The legal risks articulated in Section 2 are not theoretical. They are a direct result of tangible,
well-documented technical vulnerabilities within the generative models themselves.



Anonymity is not guaranteed; it is a fragile state that can be broken by sophisticated attacks
that exploit how these models learn.

3.1 The "Memorization" Problem: Membership Inference Attacks
(MIAs)

A generative model's greatest strength—its ability to learn complex patterns—is also its
greatest privacy weakness. Models like GANs can "overfit" or "memorize" their training data,
especially when the dataset is small or contains unique samples.** This memorization leads to
information leakage, which can be exploited by a Membership Inference Attack (MIA).

An MIA is an attack that aims to determine whether a specific individual's data record was part
of the model's training set.*? In a sensitive context, this inference is itself a data breach. For
example, if an attacker can confirm that a person's data was used to train a
"cancer-prediction Al," they have effectively learned that person's diagnosis.*?

These attacks work by exploiting the behavioral differences of an overfit model:

e Targeting the Discriminator: In a GAN framework, the discriminator (the "cop") is
trained to distinguish real data from fake.?' If the model is overfit, the discriminator
becomes exceptionally good at recognizing the "real" records it has already seen. An
attacker can feed a target record to the discriminator; a high-confidence "real" score
indicates with high probability that the record was in the training set.*

e Targeting the Generator: An overfit generator (the "thief") will be more likely to
produce synthetic samples that are extremely close in proximity to the real records it
has memorized.*’ An attacker can generate thousands of samples and measure their
distance to a target record; a very small "distance to closest record" implies the target
was memorized.*®

Recent research confirms that GANs are vulnerable to MIAs precisely because of this
overfitting.®® While fully synthetic data is significantly more robust than partially synthetic

data, it is still "marginally susceptible”.®

3.2 The "Outlier” Problem: Re-ldentification via Linkage Attacks

The most severe privacy vulnerability in synthetic data is concentrated in its handling of
outliers. An outlier is a unique data point that lies outside the norm: a multi-million-dollar
transaction, a patient with a one-in-a-million combination of attributes, or a celebrity's
distinct travel pattern.*’

This vulnerability is exploited by a Linkage Attack, an attack that de-anonymizes data by
combining it with other available information, such as public records.® The classic example
involved researchers linking "anonymized" Netflix rankings with public IMDb profiles to
de-anonymize users.”'



Here is how a linkage attack de-anonymizes synthetic data:

1.

The Attacker: An attacker obtains the "anonymous" synthetic dataset (e.g., a hospital's
synthetic patient records).

Public Data: The attacker also has access to public data containing Quasi-ldentifiers
(Qls)—non-direct identifiers like ZIP code, age, and occupation.®

Find the Outlier: The attacker identifies a unique outlier in the public data (e.g., "there
is only one 45-year-old male neurosurgeon living in ZIP code 90210").

Query the Synthetic Data: The attacker searches the synthetic dataset for a record
with matching Qls.

The Link: If the generative model was built for high fidelity, it learned this unique outlier
pattern from the real data. To be "statistically accurate," it will have generated a
synthetic record that matches these unique attributes.> The attacker has now
successfully linked the public identity (the neurosurgeon) to the synthetic record,
allowing them to read the associated sensitive (but synthetic) data, such as "synthetic
diagnosis" or "synthetic salary."

This risk is not theoretical. Research confirms that "outlier re-identification via linkage attack
is feasible and easily achieved".>? Furthermore, deep learning-based models are more
vulnerable because their high accuracy produces more potential matches for these outliers.>
This creates a perverse and fundamental conflict. The entire business case for using Al in
fields like finance and healthcare is often to detect these high-impact, rare events (outliers)
like sophisticated fraud or rare diseases.?” But to make the synthetic data safe from linkage
attacks, one must use techniques like Differential Privacy (DP), which injects mathematical
noise to obfuscate and "hide" these very outliers.>?

This leads to an unavoidable dilemma: the only way to make synthetic data truly private (by
suppressing outliers) is to also make it useless for the very high-value use cases it was
intended to solve.

Table 2: Synthetic Data Privacy Risk Matrix

Attack Vector |Attack Vector [Model Technical Legal Risk Primary
Description ulnerability |[Method (GDPR) Mitigation
Exploited (Example)
Membership [Determinesif [Model Querying the |Breaks Differential
Inference an individual's ['Memorizatio [GAN "Inference”  |Privacy (DP)
Attack (MIA) [specific record [n" and discriminator's ftest.*” Proves [[39, 58],
was in the Overfitting in |confidence the model Regularization,
model's ANs/VAEs.[39score for a contains Early Stopping.
training 41] target record.*jpersonal data.
set.[42, 43]
Attribute Reconstructs a [High An attacker  |Breaks Differential
Inference "missing" Correlation  |with partial "Inference”  [Privacy (DP),
Attack (AIA) [sensitive Memorization.(data (Qls) test.”’ Model




attribute (e.g., [The model queries the  |Deduces new |Auditing.
diagnosis) learns and model to infer [information
about an replicates the sensitive  with high
individual, sensitive links [attribute. probability.
given their between
other attributes.
attributes.
Outlier Re-identifies |[High-Fidelity [Matching Breaks Differential
Linkage an individual's |Replication of [Quasi-Identifie ['Singling Out" |Privacy (DP)
Attack "anonymous" [Outliers. The |rs (Qls) from a |& "Linkability"P?, Outlier
synthetic model public file (e.g., [tests.* Suppression/G
record by accurately voter list) to a eneralization.
linkingittoa [earnsand unique record
public generates in the synthetic
dataset.[51, 52]junique, rare  |set.5?
data points.[49,
52]

Section 4: The Quality Conundrum: New Problems for
Generative Data

Even if an organization successfully navigates the complex legal and technical privacy risks, a
new set of operational and quality challenges emerges. The governance focus must then shift
from "Is this data private?" to "Is this data good? Is it safe to use for business-critical
decisions?"

4.1 The "Impossible Trinity": The Fidelity-Utility-Privacy Trade-Off

The generation of synthetic data is not a simple process; it is a delicate balancing act between
three competing objectives that are often mutually exclusive.*’

e Fidelity: How closely the synthetic data's statistical properties (e.g., marginal
distributions, correlations) match the original real data.®® High fidelity means it is a
near-perfect statistical mirror.

e Utility: The data's performance on a downstream task.?® For example, does a model
trained on synthetic data achieve high accuracy when deployed in the real world? %

e Privacy: The degree to which individuals are protected, often mathematically
guaranteed by a framework like Differential Privacy (DP).%®

These three goals exist in a state of constant tension. As established in Section 3, high-fidelity
models that capture outliers are, by definition, low-privacy.® The inverse is also true:




increasing privacy has a devastating effect on utility. Studies on synthetic patient data show
that applying DP can cause a "near complete loss of feature correlation" ¢, rendering the data
"effectively useless for any downstream tasks".®’

This means there is no "perfect” synthetic dataset. Governance teams must make a
conscious, strategic choice for every use case, balancing these factors and documenting the
decision: is this for low-risk testing (prioritizing utility) or high-risk public sharing (prioritizing
privacy)? 2

4.2 Algorithmic Pollution I: Bias Amplification and Fairness Feedback
Loops

Synthetic data is often promoted as a tool to reduce bias by algorithmically rebalancing
datasets.” While this is possible, the opposite is also true: generative models can become
powerful engines for bias amplification.*
If a generative model is trained on real-world data that contains historical, societal biases
(e.g., under-representation of a specific demographic in medical or financial data ®'), it will not
just replicate that bias—it can amplify it.%® This creates a "fairness feedback loop" ;
1. A generative model is trained on biased real-world data.
2. The model learns the bias and, in its attempt to model the dominant distribution,
"forgets" or further under-represents the minority group, amplifying the disparity.®®
3. A new business-critical Al model (e.g., for loan applications or medical diagnostics) is
then trained on this more-biased synthetic data.
4. This new model, now trained on a skewed reality, makes biased decisions, reinforcing
the original problem.
This risk means that governance of synthetic data generation must include rigorous "fairness
audits," using metrics to quantify and compare the bias in the real versus synthetic data to
ensure the process is not making the problem worse.®

4.3 Algorithmic Pollution II: The Curse of Recursion and Model
Collapse

The most significant long-term risk of synthetic data is a systemic phenomenon known as
model collapse (or "model decay").’

Model collapse occurs when Al models are recursively trained on the (synthetic) output of
previous models.” The internet is rapidly becoming "contaminated" with Al-generated text,
images, and data.” Future Al models, scraping the web for training data, will inevitably train
on this synthetic "sludge."

Research shows this process is degenerative. The models begin to "forget” the true, complex



distribution of human-generated data, especially the "tails" or outliers.”” With each recursive
generation, the model's outputs become less diverse, less accurate, and “increasingly
nonsensical".®” The model "collapses" in on a simplified, distorted version of reality.”

This trend has profound strategic implications for the entire Al industry.

1. The value of fresh, high-quality, uncontaminated human-generated data (or "ground
truth") skyrockets, as it becomes the only antidote to model collapse.”

2. This "ground truth" data becomes the single most valuable strategic asset for any
Al-first company.

3. This creates a "lock-out effect".”? Incumbent organizations that already possess
massive, pre-2023 archives of human-generated data (e.g., Google, Microsoft, Meta)
and continue to collect it via direct user feedback have a permanent, perhaps
insurmountable, advantage.”

4. Far from "democratizing" Al, the proliferation of synthetic data may ultimately centralize
the industry around a few data-rich incumbents, while newcomers are left to train on a
"collapsed," low-quality public web.

Section 5: From "Versus" to "And": A New Framework
for Generative Data Governance

The "synthetic vs. real" framing of the problem presents a false dichotomy. The most effective
and secure path forward is not a binary choice but a hybrid, risk-based approach. This
requires a new, dynamic "real-world governance" framework that treats synthetic data as one
powerful tool in a much larger privacy-preserving toolkit.

5.1 Real-World Al Governance: A New Mandate

The rise of generative Al demands a fundamental shift from data governance to Al
governance. Traditional data governance is static, focusing on data storage, access, integrity,
and security.” Al governance must be dynamic, focusing on the behavior of the models
themselves.”™ It must oversee the entire Al lifecycle, from data sourcing and model training to
continuous monitoring and retraining.™

Rather than ad-hoc solutions, organizations must adopt formal, risk-based frameworks like
the NIST Al Risk Management Framework (Al RMF).”” This framework provides a structure
for governing Al, including generative models. It calls for organizations to conduct impact
assessments, curate high-quality and representative datasets, and consider synthetic data as
one possible technique among many to manage privacy, not as a blanket solution.”



5.2 Case Studies in Pragmatism: Finance and Healthcare

Examining high-stakes industries reveals how this pragmatic, risk-based governance works in
practice.

e Healthcare (HIPAA): This sector serves as a cautionary tale. HIPAA violations carry
massive penalties, often resulting not from malicious intent but from a simple lack of risk
analysis or a misunderstanding of the rules.® Al introduces new and novel vectors for
HIPAA violations, such as Al chatbots inadvertently sharing patient data, biased
algorithms leading to discriminatory care, or de-identification failures in ML models.®?
This high-risk environment illustrates the critical need for a robust, auditable, and
privacy-preserving solution.

e Finance (Fraud & Risk): This sector demonstrates the pragmatic application of
synthetic data. As noted, financial institutions face a "data scarcity" problem for rare
events like fraud.?’ A report from the UK's Financial Conduct Authority (FCA) on
synthetic data highlights two key best practices *°:

1. Augment, Don't Replace: Synthetic data is most effective when used to augment
a dataset (e.g., create more examples of rare fraud) rather than replace it entirely.
This maintains a link to real-world ground truth and mitigates utility loss.*°

2. Managed Trade-Offs: In collaborative research, like the US-UK PETs Prize
Challenge, fidelity was intentionally de-prioritized to reduce privacy risk.*° This
demonstrates a mature, risk-based governance approach—consciously making
the Fidelity-Utility-Privacy trade-off (from Section 4.1) based on the specific use
case.

5.3 The Hybrid Future I: Federated Learning (FL) as an Alternative

For many use cases, a more robust architectural solution exists: Federated Learning (FL). FL
is a "privacy-by-design" architecture that inverts the traditional data-sharing model.®?

e Traditional Model: Move all data to a central server to train one central model. (High PII

risk).

e FL Model: Move the model to the data.®®
In an FL system, a global model is sent out to decentralized devices (e.g., individual hospitals,
mobile phones).8* The model is trained locally on the data stored on that device. Only the
aggregated, anonymized model updates (parameters or gradients), not the raw data, are sent
back to the central server to improve the global model.®* The sensitive PIl never leaves its
source. This approach avoids the "model collapse" and fidelity problems of pure synthetic
data because it trains on real, current data.®®



5.4 The Hybrid Future II: "Better Together" and The Google Case Study

The most advanced solution is not "Synthetic Data vs. Federated Learning" but "Synthetic
Data and Federated Learning." The two technologies are "better together" because they
perfectly mitigate each other's weaknesses.®®
e FL's Weakness: FL can be slow to converge when the decentralized data is
"heterogeneous"—e.g., one hospital's patient data looks very different from another's .
e Synthetic's Weakness: Pure synthetic data suffers from the utility, fidelity, and privacy
trade-offs.t®
The Hybrid Solution: Use privacy-preserving synthetic data as a supplement or "hot start"
for an FL system.® In this model, a (differentially private) synthetic dataset that represents the
global data distribution is shared with all local FL nodes. This gives each local model a "view"
of the global picture, dramatically accelerating convergence—in some experiments, by as

much as 30%.%°

Case Study: Google Gboard
Google provides a clear, real-world example of this hybrid model in production 86:

1. Privacy Core: Google uses DP-FL (Federated Learning with Differential Privacy) to
train Gboard keyboard prediction models on user data on-device. The raw typing data
never leaves the user's phone.®

2. Synthetic Augmentation: Google also uses its large language models (LLMs) to
generate synthetic data that mimics user typing patterns.

3. The "Buttress": In a clever loop, Google uses its privacy-preserving DP-FL models
(which they call "buttress modules") to guide the LLMs to generate better, more
representative synthetic data.

4. The Result: The synthetic data acts as a "composable asset" and a "privacy-preserving
bridge" between public knowledge (from the LLM) and private information (from FL),
improving both small and large models without ever compromising user data.®

This hybrid approach represents the true future of real-world governance: a multi-layered,
dynamic system where privacy is not an afterthought but an engineered feature of the

architecture.
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Section 6: Concluding Recommendations: A New
Governance Mandate

The belief that synthetic data is a simple "anonymize-and-share" solution is a critical
misunderstanding of the technology. It is not a compliance "easy button" that eliminates
privacy risk; it is a powerful, complex Privacy-Enhancing Technology (PET) that transforms
risk, introducing new vectors for data leakage, bias amplification, and systemic quality decay.
For CPOs, legal counsel, and data strategists, the challenge has fundamentally shifted: from
governing static datasets to governing dynamic generative processes. This requires a new,
more sophisticated governance mandate.
1. Reject the "Silver Bullet" Narrative. Treat synthetic data as a high-risk, high-reward
tool, not a panacea. It adds new governance requirements (model auditing, bias testing)
rather than removing old ones.

object of governance, not just the data. This means:

O

Shift from Data Governance to Model Governance. The generative model is now the

Mandate Privacy Audits: No synthetic dataset should be cleared for internal use,

and especially not external sharing, until it has been subjected to rigorous,




automated privacy attacks (e.g., MIAs, linkage attack simulations) to prove it is not
"memorizing" Pl or replicating unique outliers.*

o Quantify the Trade-Off: For every synthetic dataset generated, require the data
science team to produce a "quality card" that documents the Fidelity, Utility,
and Privacy (DP) metrics.?® This forces a conscious, documented, and legally
defensible business decision for each specific use case.

3. Adopt a Risk-Based Framework (e.g., NIST Al RMF). Do not treat all synthetic data as

equal. Use a risk-based framework ’ to classify use cases and apply proportional
controls.

o Low-Risk Use Cases: (e.g., software testing, internal developer sandboxes &)
can prioritize utility over privacy.

o High-Risk Use Cases: (e.g., augmenting fraud models *°, sharing medical data %,
or training models on historically biased data ) must require stringent DP
guarantees and rigorous bias-amplification audits.

Invest in Hybrid Architectures. The query's "vs." is a false choice. The future of
secure Al is hybrid.

o Champion Federated Learning (FL) as the default architecture for use cases
involving sensitive, decentralized data (e.g., consumer applications,
inter-organizational research).®®

o Adopt the "Better Together" model %: Use differentially private synthetic data as
a supplemental asset to accelerate and improve the convergence of your
more-secure FL models.

Protect Your "Ground Truth” Data. In the era of "model collapse" ¢, your proprietary,
uncontaminated human-generated data is your most valuable, irreplaceable strategic
asset.” It is the only antidote to the coming wave of algorithmic pollution and the
long-term key to model superiority. It must be governed and protected as such.
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